FY2017 INFORMATION SECURITY AWARENESS PAPER EXAM 2

Name:
Agency:
Date:

Score:

Question 1
All of the following are examples of our nation's critical infrastructure except (Select One):

O a. Colleges and universities
O b. Banking and finance
O c. Transportation and border security

O d. Emergency services

Question 2
Which term refers to a secure systems ability to protect against the unauthorized
modification or destruction of information? (Select One)

O a. Confidentiality

O b. Integrity
O c. Availability

O d. Nonrepudiation

Question 3
Natural threats to information systems include all of the following except (Select One):

O a. Fire
O b. Poor wiring

O c. Insufficient cooling

O d. Hackers
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Question 4
All of the following are examples of malicious code except (Select One):

O a. Viruses
O b. Cookies

O c. Trojan horses

O d. Worms

Question 5

Theo receives an email from his bank while at work. The email emphatically states that he must
verify his personal information immediately or his account will be closed. He clicks the link provided
in the email and enters all of his information online. This is an example of (Select One):

O a. Email attachments

O b. Cookies
O c. Phishing

O d. Mobile code

Question 6

Ryan receives an e-mail that states the Internet is being cleaned up and that he should leave
his computer powered-off for 24 hours after receipt of this message. After careful review of
the message contents and verifying the information with the help desk he realizes this is
(Select One):

a. An attempt at social engineering
b. An E-mail hoax

c. A phishing attempt

O00O0

d. A file sharing attempt
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Question 7
Lauren gets an email with an attachment from the director of her agency. It has a file attachment
with an unfamiliar file extension. Lauren should do all of the following except (Select One):

O a. Verify that the sender sent the email and attachment
O b. Be suspicious of this email and attachment
O c. Open the attachment

O d. Call the help-desk for advice on handling the situation

Question 8
Smart phones and tablets are computers not cell phones. (Select True or False)

O True
O FraLse

Question 9
Unlocking your smart phone removes security protections that protect your mobile device from
malicious applications. (Select True or False)

O True
O FaLse
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Question 10

What is not sensitive PII? (Select One)

O a. Name and other names used

O b. Social Security Number full and truncated
O c. Home and personal cell telephone numbers
O d. Office location

O e. Law Enforcement information

Question 11
Which of the following is NOT something privileged account holders are required to do?
(Select One)

a. Abide by the provisions of the USDA IT/IS Rules of Behavior for General Users except those
variations required to perform authorized privileged user activities.
O b. Limit the performance of privileged user activities to privileged user account(s).

c. Consent to monitoring and search of any IT/IS equipment used while in or brought into or
removed from USDA owned, controlled, or leased facilities.

O d. Change the privileged user account password every sixty (60) days, or as required for
security reasons.

O e. None of the above.

Question 12

Agnes wants to make sure she knows which steps to take to avoid spillage. You
advise Agnes to do all of the following except (Select One):

O a. Check all e-mails for possible classified information.

O b. Properly mark and store all removable media.

O c. Store classified data on her PDA when traveling.

O d. Ensure all file names and subject headers identify the sensitivity of the information.
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